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BREAKING NEWS
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Cyber incidents are flooding the news 

https://www.dw.com/en/kaseya-cyberattack-hackers-want-70-million-for-decryption/a-58158481https://lloydslist.maritimeintelligence.informa.com/LL1138256/Shipping-needs-to-be-vigilant-over-cyber-risks

https://www.maritime-executive.com/article/cyberattack-hits-multiple-greek-shipping-firms

Cybercrime in shipping is no longer a ghost story, but a fact we have to deal with.

https://thedigitalhacker.com/ransomware-attack-on-mediamarkt-disrupted-some-their-services/
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Seafarer Training for CyberSecurity
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Maritime Cyber Security

"Amateurs hack systems, professionals hack people."
(Bruce Schneier)
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What challenges does the crew face?
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❖ Lack of IT knowledge

❖ No time to deal with IT issues

❖ Constantly changing and evolving IT systems 

❖ Insufficient training for newly introduced systems 

❖ IT issues where the crew is on its own 

❖ Missing familiarization with IT procedures 

❖ Cyber threat awareness and understanding

Crew are often not adequately trained or even 

able to deal with IT requirements on board. 
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Hazards for ship operation and business? 
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Risk to safety, security and economic interests

❖ Manipulation or failure of navigation systems 

❖ Unauthorized access to monitoring and control systems 

❖ Breakdown of the onboard communication systems

❖ Unintentional disclosure of security-related and sensitive information

❖ Financial loss due to off-hire and repair

❖ Damage to reputation 

Failure or manipulation of on-board IT systems poses a risk 

to safety, security and economic interests.
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Real Phishing Attack
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E-Mail Sample
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Phishing Attack Security Check 
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Sample E-Mail  
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Simulated Phishing Attack
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Sample Report 

Every click or response poses a major security risk. 

With recurring security campaigns, you train your crew to act wisely in the right moment. 
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Crew members require support
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❖ Dealing with threats from e-mail attacks

❖ Internet Usage & Social Media

❖ Handling of private devices 

❖ Protection of user information & passwords

❖ Authorization of third-party access (on board or remote)

❖ Procedures for IT maintenance

❖ Understanding the threats to ship operations

❖ Reasonable familiarization with all relevant IMO 2021 IT procedures    

Training needs

Crew are often not adequately trained or even 

able to deal with IT requirements on board. 
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What do I have to consider?
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Training measures 

❖ Plan training sessions close to practice, relevant and attractive  

❖ Organize recurring security awareness campaigns 

❖ Check on a regular basis whether the training activities were successful

❖ Reasonable familiarization with all relevant IMO 2021 matters

❖ Involve maritime IT experts if no in-house know-how is available

“The first step towards a change in behavior is awareness. Seafarers and offshore 
crew need to understand the threats before they can mitigate the risk“. 

(Giles Noakes)
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Seafarer Training for CyberSecurity
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Maritime Cyber Security

“Technical security systems are crucial, but don't 
forget the human firewall”. 

(Waterway IT)
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Thank You! 
The Sea is Always Changing. So Are We. 


